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SFTP/VPN Customer Connectivity 
Parameter Survey 
This document is for third parties who want to establish Secure File Transfer (SFTP) or Virtual Private 
Network (VPN) connectivity to the BlueCross BlueShield of South Carolina EDI Gateway. Complete this 
form and return it to the BlueCross BlueShield of South Carolina EDI Gateway. All the information you 
enter on this survey is confidential. If we must return incomplete survey forms or forms containing 
inaccurate information it may delay your service implementation. 
VPN Information
SFTP Information
Encryption Type (Select One): 
 AES-256   or 
 3DES 
BlueCross BlueShield of South Carolina / PGBA 
LLC Public IP: 
208.60.144.253   PORT 22 
Hash Method (Select One): 
 MD5          or 
 SHA-1 
Customer Static Public IP: 
BlueCross BlueShield of South Carolina / PGBA 
LLC VPN Concentrator Public IP: 
208.60.145.68 
Customer FTP Client Software Used: 
BlueCross BlueShield of South Carolina / PGBA 
LLC Host(s) IP(s) (Protected): 
208.60.145.51   PORT 21
Customer VPN Concentrator Public IP: 
Customer Host(s) IP(s) (Protected): 
Customer IPSEC Device & Version: 
Notes: 
1. 
BlueCross BlueShield of South Carolina EDI Gateway: 

Uses a Cisco VPN Concentrator 

Only supports IKE encryption scheme 

Uses Diffie-Hellman Group 2 (1024 bit) 

Uses IKE lifetime = 24 hours 

Accepts SFTP using the SSH2 secure protocol. It does not support PGP encryption. SSH2 Public Key ID is 
required. 
2. 
Client may use an IPSec compliant VPN Gateway. 
Address 
Email 
Email 
Phone 
Phone 
Phone 
Customer Company’s Name 
Customer Technical Contact’s Name 
Customer Business Contact’s Name 
City/State/ZIP: 
Addr2: 
Addr1: 
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